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City of Holdfast Bay  AC Report No: 421/20 
 

Item No: 9.2 
 
Subject: IT DISASTER RECOVERY PLAN 
 
Date: 16 December 2020  
 
Written By: General Manager, Strategy and Business Services 
 
General Manager: Strategy and Business Services, Ms P Jackson 
 
 
SUMMARY  
 
An action from the Control Track Assessment in 2019 was for an IT Disaster Recovery Plan to be 
reviewed and brought back to the Audit Committee.  An agreed action from the Cyber Security 
Review conducted in September 2020 was to update the IT Disaster Recovery Plan for Council.  
The IT Disaster Recovery Plan is attached for consideration by the Committee. 
 
 
RECOMMENDATION 
 
That the Audit Committee: 
 
1. advises Council it has received and considered the IT Disaster Recovery Plan for 

Council; and 
 
RETAIN IN CONFIDENCE - Section 91(7) Order 
 
2. having considered Agenda Item 9.2 IT Disaster Recovery Plan in confidence under 

Section 90(2) and (3)(e) of the Local Government Act 1999, the Council, pursuant to 
section 91(7) of that Act orders that the report, attachments and minutes be retained 
in confidence for a period of 24 months and that the Chief Executive Officer is 
authorised to release the documents prior to that time if and when all parties to the 
contract have provided their consent. 

 
 
 
COMMUNITY PLAN 
 
A Place that Provides Value for Money 
 
COUNCIL POLICY 
 
Not Applicable. 
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STATUTORY PROVISIONS 
 
Sec 122 Local Government Act. 
 
BACKGROUND 
 
A disaster recovery plan (DRP) is a documented, structured approach that describes how an 
organisation can quickly resume work after an unplanned incident.  It is an essential part of a 
business continuity plan.  It is applied to the aspects of an organisation that depend on a 
functioning IT infrastructure.  The plan consists of the precautions to minimise the effects of a 
disaster so the organisation can continue to operate or quickly resume mission-critical functions. 
 
REPORT 
 
An action from the Control Track Assessment in 2019 was for an IT Disaster Recovery Plan to be 
reviewed and brought back to the Audit Committee.  An agreed action from the Cyber Security 
Review conducted in September 2020 was to update the IT Disaster Recovery Plan for Council.   
 
Administration, with assistance from akto, have updated the Council’s IT Disaster Recovery Plan.  
The plan is included as Attachment 1. 

Refer Attachment 1 
 
BUDGET 
 
The costs incurred from the implementation of the agreed actions will be incorporated in existing 
budget. 
 
LIFE CYCLE COSTS 
 
Life cycle costs associated with the recommendations in the IT Disaster Recovery Plan will be 
considered as part of annual budget processes. 
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